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TECHNOLOGY USE POLICY
Your online activities and technology use may pose certain risks to you, to others, and to Veridian Credit Union, including, but not limited to the potential for: 

· Decreased productivity, efficiency, and performance; 
· Reduction of, and threats to, the performance and capacity of the credit union’s network and equipment; 

· Disclosure of confidential business or member information; 

· Breaches of other privacy or security rules and policies of the credit union; and
· Other activities that might expose you, others, or the credit union to legal liability. 
Many of these risks are present whether the use of electronic devices and technology occur at work or when you are off-duty.  Because of these risks, Veridian has developed policies to help you navigate issues related to your technology use and use of electronic devices, and to clarify your responsibilities and the credit union’s expectations regarding the same.  Use of Veridian’s technology and electronic devices, and the level of that access, is based upon the employee’s job function.  Employees are prohibited from using Veridian’s technology and electronic devices outside the scope of the authorization given to them.  
For purposes of this policy, the terms “technology” and “technology use” include but are not limited to all online activity, wired or wireless communications, access to, use of, or communications stored, sent, or received in or over an electronic device, the Internet, email, or any interactive online media, tool, or function (such as social or professional networking sites like Facebook, Twitter, Instagram, Pinterest or LinkedIn; blogs; chat rooms; listservs; and other online profiles or online forums), as well as text, photo, or data messaging, and other facilities, equipment, or technology used to communicate. Technology use includes all such communications, access, use, storage, and messaging, whether over a fixed or mobile electronic device.
For purposes of this policy, “electronic device” includes, but is not limited to, desktop computers, laptops, tablets, landline phones, cell phones, smartphones, voicemail systems, web-enabled handheld devices, hardware, software, networks (accessed from any location), servers, technology systems, and other communications or computer equipment.
This policy is not intended to interfere with or restrain employees’ rights to engage in protected concerted activity under the National Labor Relations Act, or any other activity protected under the law, and will not be applied to limit such protected activity.

A. Rules Applicable to All Technology Use (Veridian Authorized and Personal)
The following rules apply in all of your technology use, whether on personal or Veridian-provided technology, and whether engaging in personal or business-related communications: 
· Your technology use must comply with Veridian’s Confidential Information Policy. Veridian’s confidential information must not be sent or made available on the Internet to protect the privacy of our members and our business, and to maintain the integrity of how we do business.  
· You must not engage in communications that are profane, abusive, insulting, contemptuous, vicious, malicious, vulgar, obscene, threatening, intimidating, or harassing.  For example, such prohibited content would include threats of violence, or posts that violate Veridian’s policies against prohibited discrimination, harassment, or hostility because of a person’s sex, race, color, religion, creed, national origin, age, pregnancy, disability, military service, genetic information, sexual orientation, gender identity, or any other characteristic protected by applicable federal, state, or local law.  
· Your communications must not include maliciously false defamatory statements.  For example, do not post information or rumors you know to be false about Veridian, co-workers, members, or competitors meant to intentionally harm someone’s reputation.
· You must obey the law, including all laws governing copyright and other intellectual property.  For Veridian’s protection and your own, it is critical that you show proper respect for the laws governing copyright, fair use of copyrighted material owned by others, trademarks and other intellectual property, as well as Veridian’s own copyrights, trademarks and brands.
· You may not use Veridian’s name or logo when you are engaged in technology use or depicted in online activities, if such use violates Veridian’s policies, violates a law, or is otherwise unrelated to communications regarding the terms and conditions of your employment.
· You may not pressure co-workers to connect or communicate with you through technology, such as harassing conduct intended to induce a connection on Facebook or other social media sites.
· You are not to link from a personal blog, social media site, or other online activity to Veridian’s intranet or external website without identifying yourself as a Veridian employee.  Additionally, in any online activity in which you promote or support Veridian, its products, or its services, you must disclose your employment relationship, and indicate that any views expressed are your own and do not necessarily reflect those of your employer.  
· Although you may (and sometimes should, as described in the previous bullet point), identify yourself as a Veridian employee, you may not represent that you are speaking on Veridian’s behalf unless you have been given written authority from your manager and the Marketing Department to engage in the activity, or the activity is clearly required by your job duties and expressly authorized by Veridian.  If you discover a question or adverse comment about Veridian, its products, or its services on a social media site, you are encouraged to bring the posting to the attention of the Marketing Department so the posting can be addressed.
· You are prohibited from knowingly taking action to bypass or circumvent any Veridian security system.   You are also prohibited from accessing or using Veridian’s technology and/or electronic devices without authorization.  This includes unauthorized port scanning, vulnerability identification tools, exploit frameworks, software development kits, or network hacking of any nature.  
· You are prohibited from connecting a non-company electronic device to Veridian’s internal network.  This includes both wired and wireless connections.  Examples include, but are not limited to, keyboards, computer mouse, USB storage devices, media players, cell phones, smartphones, tablets.  Storing corporate data on personal devices is subject to Veridian’s Mobile Device Policy.  Exceptions may apply as approved by the Information Security Department. 
B. Additional Rules Applicable to Use of Veridian Technology
Technology provided by Veridian for use at work is a business tool that carries significant costs and risk.  All employees are expected to use their access to these systems primarily for business-related purposes, i.e. to communicate with members and suppliers, to research relevant topics, and obtain useful business information. 
The rules above, and the additional rules provided below, apply to your use of and communications on Veridian-provided technology, regardless of whether such use and/or communications are personal or business-related.  
· No communications on or use of Veridian-provided technology are private as to any individual employee, and are the property of Veridian.  
· You are not authorized to access communications (e.g., email, voicemail, or other online activity) that are not addressed to you or intended for you, is clearly required by your job duties (e.g., IT department), or otherwise expressly approved by Veridian (e.g., you are conducting an investigation for Veridian).  In the event a message is mis-delivered, it is expected that the message will not be read and will immediately be forwarded to the intended recipient.  
· All Veridian-provided technology is to be used primarily for legitimate business purposes.  Limited and reasonable personal use of email, internet access, telephones, postage meter (as long as the employee reimburses Veridian for the cost of postage), is allowed as long as such usage complies with this policy and with Veridian’s Confidential Information Policy.  Such limited personal use of Veridian-provided technology should not be considered private as to any individual employee, is subject to Veridian review, interception and monitoring, and at no time should it interfere with the performance of your job.  
Note: Employees are not permitted to access or use social media platforms during working time, unless it is work-related, authorized by a manager, and is consistent with this policy.   
· You may not use Veridian’s technology to access or store pornography, gamble or engage in sporting pools, engage in criminal activity, operate a business for personal gain, send chain letters, play network games.
· Employees shall not use a code or use encryption to prevent Veridian’s access to communications on or use of Veridian-provided technology, unless there has been prior written clearance by a senior executive. 
· Employees shall not assist in, encourage, or conceal from Veridian, any unauthorized use or attempt at unauthorized use of any Veridian-provided technology. 
· When using Veridian-provided technology, you must enable and comply with Veridian’s security procedures, including use of approved anti-virus software.  
· Unauthorized employees may not install software on Veridian-provided technology without prior written approval from the Information Security Department. Once approved, only authorized staff or vendors may install the software.  
· Veridian-provided technology, including any that may be specially designated or authorized for personal use, cannot be used to access online video services, streaming video or audio, Internet telephone services, peer-to-peer file sharing, or other large files that may adversely impact Veridian’s information technology system performance, unless expressly authorized by Veridian.  Generally, accessing and downloading large files will be blocked to protect Veridian’s network performance.  
· Employees shall not falsely represent themselves, attempt to hide their identity, or attempt to represent themselves as someone else when transmitting, receiving or storing any electronic communication.  This includes, but is not limited to, using another employee’s teller number to perform transactions on any account, including his/her own. 
· Remote access is authorized for employees based on need.  Employees accessing Veridian’s network remotely are subject to the Remote Access Agreement.
C. Business-Related Technology Use
The purpose of business-related technology use is to become a part of the industry conversation and promote web-based sharing of ideas and exchange of information. For purposes of this policy, “business-related technology use” includes any technology use or communications in which you engage on behalf of Veridian and for which you have prior written authority from your manager to engage, or other technology use that is clearly required by your job duties and expressly authorized by Veridian.  Authorized business-related technology includes conveying information about Veridian products and services; promoting and raising awareness of Veridian’s brand; searching for potential new markets; communicating with employees and members to issue or respond to breaking news or negative publicity; providing member support through Veridian-owned support channels; discussing corporate, business-unit and department-specific activities and events; recruiting candidates; and networking within the industry.  For example, your job duties may include business-related technology use such as preparing, publishing, or modifying content for Veridian’s websites, blogs, social or professional networking entries, pages, and other official Veridian communications or information on behalf of Veridian.
D. Additional Rules on Technology Use
All employees are required to immediately delete SPAM email messages received on Veridian-provided electronic devices and Veridian-provided technology that contain illegal or pornographic material or verbiage.  As soon as you identify the email as violating this policy, you must stop reading/accessing the material and must not forward, print, or save it.  If several similar messages get through the system’s blockers, employees should contact the Information Security Department to report the problem and request that they modify the profiles of the SPAM-blocking system to block that type of message.
Employees who receive non-SPAM email messages on Veridian-provided electronic devices or Veridian-provided technology that contain discriminatory, harassing, retaliatory, or pornographic material or verbiage are encouraged to immediately report it.  See the Anti- Discrimination Policy and Sexual Harassment Policy.
Special requirements apply to technology use which includes promotional content.  “Promotional content” is content designed to endorse, promote, sell, advertise, or otherwise support Veridian and its products and services, and which may be considered an “endorsement” under Fair Trade Commission rules.  When engaged in technology use involving promotional content, employees must disclose their employment relationship, but also should indicate their views are their own and do not necessarily reflect those of their employer. Employees are not authorized to enter Veridian’s contests since they are not eligible to win.  
Employees must update their online profiles and communications immediately upon termination of employment to reflect that they are no longer employed by Veridian.
E. Security and Monitoring
Employees shall have no expectation of privacy as to his or her technology use on Veridian-provided technology.  Employees should be aware that Veridian’s technology systems are the property of Veridian and are subject to monitoring, inspections, and controls, including, but not limited to, the creation, entry, receipt, storage, access, viewing or transmission of data.  Pursuant to this policy, Veridian has the right to review, inspect, and monitor all Veridian-provided technology and electronic devices, at any time, for any reason, and in the sole discretion of Veridian.  Systems and other computerized programs which operate by codes and passwords can be overwritten if it appears necessary to implement surveillance relevant to an investigation of Veridian.  
Passwords, encryption software, and other security systems and methods may be used to protect Veridian information from access by third parties or other unauthorized persons.  Veridian requires that employees create passwords based on the domain settings and requires employees to change their passwords on a regular basis.  Passwords are like keys to the Veridian’s buildings; employees are responsible for their password.  If you give it away or store it improperly, you may endanger the entire network, not just your own files. 
Employees must follow these guidelines with respect to their passwords: employees must not disclose passwords to anyone; employees must not write down their passwords and leave them unsecured; employees are encouraged to use different passwords for different systems or accounts; employees should not send passwords via unencrypted email. Compromise of a single password can have a catastrophic impact on Veridian’s network security.  Employees shall report any incident of a compromised password to the Information Security Department.  Only authorized individuals may use, read, alter, delete, access, or attempt any of the foregoing, regarding another user’s password, user IDs, credentials, or other data.  
F. Use of Telephones
Telephones provided to you by Veridian are to be used for Veridian-related business.  Personal phone calls, whether on a phone provided by Veridian or on your personal cell phone or smart phone, should be kept to a minimum and completed as quickly as possible.  Employees are not to use Veridian’s phone system to make international calls or long distance calls of a personal nature.  

G. Use of Email
Employees must exhibit appropriate business decorum in all technology use and communications on Veridian-provided technology, including use of Veridian’s domain name (for example, when communicating using a Veridian-sponsored email address).  In addition, an email signature is required for all emails sent from Veridian.  At a minimum the signature must include the employee’s:  name and title; company name; phone number(s); fax number, if applicable; and URL for corporate website.  Email signatures must not include personal messages (political, humorous, etc.).  Veridian does not support use of image files for a signature.  Guidelines in Veridian’s Knowledge Base should be followed.
Employees are not permitted to use the corporate email system to:

· Send any information that is illegal under applicable laws.
· Send any emails that may cause damage or reputation, or other harm to Veridian.
· Disseminate defamatory, discriminatory, collusive, sexist, racist, harassing, threatening, obscene or otherwise inappropriate messages or media.
· Make fraudulent offers for products or services.
· Attempt to impersonate another person or services.
· Send spam, solicitations, chain letters or pyramid schemes.
· Knowingly misrepresent Veridian’s capabilities, business practices, warranties, pricing or policies.
· Conduct non-company related business.
· Send company data to external email (or other storage) accounts for the purpose of:
· Saving this data externally to company systems.
· Send unsolicited mass emails to employee or non-employee recipients.
· Access external or web-based email accounts from corporate network.
Non-exempt employees are prohibited from accessing company email from outside Veridian’s network via Outlook Web Access (OWA) without their manager’s approval.  If an exception is warranted given the nature of the position, the employee must sign the Outlook Web Access Agreement.
H. Media Contacts
Employees should not speak to the media on Veridian’s behalf without contacting the Marketing Department.  All media inquiries should be directed to the Marketing Department.  
I. Reporting a Security Incident
If a security incident is discovered or suspected, the employee is encouraged to immediately notify their manager.  Examples of incidents that require notification include: compromise of login credentials (name, password, etc.); virus or malware infection; loss or theft of any device that contains Veridian information; loss or theft of ID badge, keycard, or two-factor authentication token; any attempt by any person to obtain an employee's password over the telephone or by email; any other suspicious event that may impact Veridian's information security.

Employees should treat a suspected security incident as confidential information, and report the incident to their manager and the Information Security Department.  Employees must not withhold information relating to a security incident or interfere with an investigation.
J. Retaliation Prohibited
Veridian prohibits taking negative action against any employee for reporting a possible or perceived violation from this policy or for cooperating in an investigation.  Any employee that retaliates against another employee for reporting a possible or perceived violation or for cooperating in an investigation will be subject to disciplinary action, up to and including dismissal.  
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